
Six questions to ask  
 when migrating to the cloud

1)     https://www.crn.com/news/cloud/10-future-cloud-computing-trends-to-watch-in-2021

Key takeaways
• Increasingly, businesses are turning to the cloud to save costs and drive 

efficiencies.
• Before initiating a cloud migration, organisations should assess and weigh 

the pros and cons. 
• A good cloud strategy should address all business needs and will go a 

long way towards a successful migration

Businesses are turning to the cloud to save costs  
and drive efficiencies
As businesses adapt to changes brought by the COVID-19 pandemic, any 
area where money can be saved, agility can be adopted and efficiencies 
can be gained are welcomed. These are just some of the potential benefits 
of cloud, removing the need to pay for costly infrastructure and freeing up 
personnel and resources for higher value work. It is not surprising therefore 
that cloud technology adoption is predicted to grow by 35% in 2021, reaching 
US$120 billion.1)
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1. Will the cloud save you money?
To fully grasp the cost-benefit of migrating and 
making an informed decision, you should conduct 
an audit of your current costs to compare to cloud 
provider offerings. Consider all potential costs that 
will be impacted by moving, including direct costs 
such as hardware and infrastructure as well as indirect 
costs such as real estate and power. Then assess the 
market. There are tools that can help model different 
migration scenarios: e.g. assessing based on servers 
(workload) and computing, or the optimisation of 
performance.

2. Where can your data sit?
Do you have a framework for classifying your data and 
its sensitivity? It’s crucial to know if the data at your 
disposal is fit to reside on shared cloud infrastructure, 
if it can reside in countries other than yours and what 
level of security you are planning to establish to pro-
tect it. Depending on your industry and context there 
are several issues to be investigated. Regardless, 
it is highly recommended to have a policy of some 
description in place. Getting familiar with government 
cloud security guidelines will provide a foundation on 
all aspects of data policies and guidelines.

3. What are the risks (and how 
can you mitigate them)?
As with all new technology there are risks associated 
— cloud is no exception. Having tools, controls and 
systems in place to assess potential risks (e.g. risk 
management framework) and to take action (e.g. 
governance boards and a risk mitigation strategy) 
will allow the organization to take action on any 
suspicious or even accidental activity. While a security 
incident might not be avoidable, it can be contained if 
actioned on time.

4. Are there any legal limitations 
to consider?
Legal restrictions may need to be put in place to 
remain compliant. This is a complicated topic which 
we often see addressed as an afterthought rather than 
(very) early in the journey. Things to consider include: 
Where will software applications be used? Will they be 
used in one country, or many? Are there contractual 
obligations that might prevent an application from 
moving to the cloud? A good practice to ensure the 
right contracts are in place and that non-technical 
items have been considered thoroughly is to create a 
cadence between the IT and the legal teams.

5. Are your applications 
cloud-friendly?
Depending on the maturity of off-the-shelf applica-
tions, you might find that a vendor may be unable 
to support an application in a cloud environment. 
Although it is becoming rare, it needs to be consid-
ered upfront. The last thing you want is to find out that 
you have breached a vendor support contract in the 
middle of an outage and have to move the application 
back to resolve your issues. Lengthy downtime shortly 
after migrating can also raise questions regarding 
the stability (and credibility) of cloud environments — 
something that all IT execs want to avoid.

6. Is the system secure?
Before migrating, you need to ensure that you have 
built a secure environment in the cloud to host your 
applications and data. A few components (among 
many) that make up a secure environment can be: 
firewalls, encryption at transit, encryption at rest,  
VPN tunnels and multi-factor authentication. If you 
don’t have these, it’s time to invest in core cloud 
infrastructure. 

Blue skies ahead
The cloud is a great option for businesses wanting to reduce overheads and tighten up productivity, but migration can be daunting. How-
ever, with the right assessment done beforehand, and the appropriate level of due diligence and governance, it can be a great strategic 
option. Once connected, automation tools that natively integrate can help teams be more efficient and keep your IT and ops teams inter-
ested and engaged. At the end of the day, with the number of businesses taking up cloud services and realising its benefits, your migration 
could be a key part of keeping up with industry and retaining that all powerful competitive edge.
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However, a strong cloud migration strategy that holistically addresses all business needs will 
create a better chance for a successful migration. Before initiating a migration, you should 
therefore consider the following six questions.
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